
Intune Documentation Desktop

Runs locally. Read-only. Your own app registration.

Your own app registration

You create and control it in your
tenant. No vendor app, no vendor
client ID, no consent to a third party.
Delete it and the app stops working.

Read-only, delegated access

Delegated Graph permissions only.
The app never sees more than the
signed-in admin's own Intune roles
allow, and it makes no changes.

Intune data stays local

Configuration is held in memory and
documents are built on the computer.
No vendor server processes or stores
Intune data. No telemetry.

ARCHITECTURE

Admin computer (Windows or macOS)

Intune Documentation Desktop
Sign-in via system browser (PKCE)
Tokens and Intune data held in memory only
PDF and Word documents generated locally

Exported documents
Saved only to a folder the admin chooses

Your Microsoft 365 tenant

Microsoft Entra ID
Your app registration, MFA, Conditional Access

Microsoft Graph (Intune)
Read-only requests over HTTPS

1. Sign in

2. Read config

3. License check (and optional update check)
intunedocumentation.com. Metadata only, no Intune data.

EVERYTHING THAT  LEAVES THE COMPUTER (NO INTUNE DATA GOES TO THE VENDOR)

PURPOSE DESTINATION WHAT IS SENT

Sign-in login.microsoftonline.com Standard OAuth request to your tenant with your app registration

Read configuration graph.microsoft.com Read-only requests with the admin's token; Intune data flows only from
Microsoft to the computer

License check intunedocumentation.com License key, tenant ID, client ID, random install ID, OS, app version, and a
short-lived Microsoft ID token to confirm the tenant (it contains the admin's
name and UPN, which are not stored)

Update check intunedocumentation.com, github.com Version check and signed installer download; can be turned off in Settings

GRAPH PERMISSIONS (DELEGATED,  READ-ONLY)

User.Read Sign-in

DeviceManagementConfiguration.Read.All Policies and profiles

DeviceManagementApps.Read.All Apps and app policies

DeviceManagementManagedDevices.Read.All Device OS only

DeviceManagementRBAC.Read.All Roles and scope tags

DeviceManagementServiceConfig.Read.All Enrollment settings

DeviceManagementScripts.Read.All Scripts

Group.Read.All Assignment group names

Policy.Read.All Conditional Access

Plus openid, profile and offline_access. No application permissions. GET
requests only (a /$batch POST carries GETs). Graph beta endpoint.

YOUR CONTROLS

Vendor. Ugurlabs UG (haftungsbeschränkt), Düsseldorf, Germany. Licensing service hosted in Frankfurt (EU). DPA available on
request. Security contact: security@ugurlabs.com
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Security and architecture overview

Applies to version 0.1.2 and later

Revision 1, 26 September 2026

The desktop app runs on the admin's computer, signs in through an app registration you create in your own
tenant, and reads Intune configuration directly from Microsoft Graph. Your Intune data, Microsoft tokens and
exported documents never leave the computer.

Assignment required. Limit the enterprise app to a named
admin group.

Conditional Access. Require MFA and a compliant device
for this app. Sign-ins appear in your Entra logs.

Least privilege. Read-only roles are enough, for example
Intune Read Only Operator plus Global Reader.

Update control. Automatic update checks can be switched
off in Settings. Updates never download without the
admin's approval unless they turn that on.

Verify it yourself. Graph activity logs filtered by your client
ID show every call is a read.

Revoke anytime. Disable or delete the app registration.


