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AT A GLANCE

© Supporting or partial evidence 11
O No recognized evidence 3
7 3% A Mixed policy evidence 1

11 of 15 controls

Evidence is read from the Microsoft Intune configuration export on the report date
and mapped using ruleset 2026.10.3. Organizational aspects of each control are
listed separately for review.

Controls with supporting technical evidence
Supporting evidence only, not a compliance score
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01 EXECUTIVE SUMMARY

Summary

11 of 15 assessable controls have supporting technical evidence in the
Intune configuration.

9 of 15 technical safeguards are set up and switched on in Intune.

O 0 of 15 selected controls with configuration evidence (11 partial)
O 15 in scope; 0 outside scope; 0 not assessed; 1 mixed policy evidence. Entries are selected

mappings, not full framework coverage.

CONTROLS WITH TECHNICAL EVIDENCE

0% 50% 100%
© WITH TECHNICAL EVIDENCE @ SAFEGUARDS IN PLACE O NO RECOGNIZED EVIDENCE A MIXED POLICY EVIDENCE
0 configuration, 11 supporting of 15 mapped, set up and controls without recognized controls with mixed policy
or partial switched on evidence evidence
Status distribution 15 controls

© 11 Supporting or partial evidence, 73% O 3 No recognized evidence, 20% A 1 Mixed policy evidence, 7%

Coverage by family controls with technical evidence
Application control . J 0of2
Multi-factor authentication . J 40f 4
Patch operating systems . _____________________________________________________________J 0of1
Restrict Microsoft Office macros | ____J 3of4
1 more family is listed in the results overview.
A Assigned deviating configurations: 2. A Configured settings without assignment: 1.
At least one assigned policy explicitly contradicts the target The detected target configuration is not effective until it is assigned.
configuration.
Key findi ngs ordered by severity, then control
A Assigned deviation ML1-MAC-03 A Assigned deviation ML1-PO-07 See page 5
Office macro runtime scanning for all documents Quality update timing within 14 days
Assigned deviating configuration affects ML1-MAC-03. Assigned deviating configuration affects ML1-PO-07.
| © Not assigned ML1-AC-01  Application control in enforcement mode: Configured setting without assignment affects ML1-AC-01.
SCOPE NOTE This report documents technical evidence from the tenant's Microsoft Intune configuration. It is not a compliance certification or an

IT Grundschutz check and does not replace an audit. Missing evidence means that no supported configuration with a known
assignment was detected in the evaluated dataset.

48 published requirement entries; showing 15 with Intune or Conditional Access policy checks. Operational-only requirements are
excluded. Target level only; achieved maturity is not assessed.
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02 RESULTS

Results Overview

Each selected control, its rolled up status, how many of its capabilities are evidenced, and where the

supporting evidence is recorded.

CONTROL

STATUS

CAPABILITIES

EVIDENCE

Contoso Ltd

PAGE

Application control

0 of 2 with evidence

ML1-AC-01 Application control O No recognized evidence Oof1 1 evidence item n/a
ML1-AC-03  Application control O No recognized evidence Oof1 None recorded n/a
Multi-factor authentication 4 of 4 with evidence
ML1-MFA-01  Multi-factor authentication © Supporting or partial evidence e 1ol 1 evidence item n/a
ML1-MFA-02  Multi-factor authentication © Supporting or partial evidence e 1of1l 1 evidence item n/a
ML1-MFA-03  Multi-factor authentication © sSupporting or partial evidence e 1 of1 1 evidence item n/a
ML1-MFA-07  Multi-factor authentication © Supporting or partial evidence o 1of1 1 evidence item n/a
Patch operating systems 0 of 1 with evidence
ML1-PO-07 Patch operating systems A Mixed policy evidence Oof1l E-003 = E-004 5
Restrict Microsoft Office macros 3 of 4 with evidence
ML1-MAC-01  Restrict Microsoft Office macros @ Supporting or partial evidence - 1of2 E-001  E-002 4
ML1-MAC-02  Restrict Microsoft Office macros @ Supporting or partial evidence o 1of1l 3 evidence items n/a
ML1-MAC-03 Restrict Microsoft Office macros O No recognized evidence Oof1l 1 evidence item n/a
ML1-MAC-04 Restrict Microsoft Office macros @ Supporting or partial evidence e 1of1l 5 evidence items n/a
User application hardening 4 of 4 with evidence
ML1-UAH-01  User application hardening © Supporting or partial evidence e 1 of1 1 evidence item n/a
ML1-UAH-02  User application hardening © Supporting or partial evidence o 1of1 1 evidence item n/a
ML1-UAH-03 User application hardening © Supporting or partial evidence - 1of2 1 evidence item n/a
ML1-UAH-04 User application hardening © Supporting or partial evidence e 1of1l 2 evidence items n/a
011 Supporting or partial evidence o 3 No recognized evidence A 1 wixed policy evidence
Sample report: detail pages are included for selected controls only (ML1-MAC-01, ML1-PO-07). A full report includes a detail page for every control.
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03 CONTROL DETAIL

© Supporting or partial evidence Target Maturity Level 1

Restrict Microsoft Office macros  10f2 capabilities

ML1-MAC-01

2 match, 1 missing, 0 different
2 evidence references

Microsoft Office macros are disabled for users that do not have a
demonstrated business requirement.

Office VBA macros disabled Windows

@ Setting configured and assigned

CHECK EXPECTED ACTUAL RESULT
user_vendor_msft_policy_config_exc "Disable all without notification"; "Disable all without notification" @ Matches expected value
ell6v2~policy~I_microsoftofficeexcel~I_e requires VBA Macro Notification

xceloptions~|_security~|_trustcenter_|_ Settings (User): Enabled

vbawarningspolicy_|_empty4
WIN - Office - Macro security

user_vendor_msft_policy_config_wor "Disable all without notification"; "Disable all without notification"” @ Matches expected value
d16v2~policy~I_microsoftofficeword~l_w requires VBA Macro Notification
ordoptions~I_security~I_trustcenter_|_ Settings (User): Enabled

vbawarningspolicy_|_empty19
WIN - Office - Macro security

POLICY WIN - Office - Macro security  Assigned: Group: All Corporate Users

EVIDENCE E-001 = E-002

Office VBA macros disabled on macOS macOS ©) Noeiheies
CHECK EXPECTED ACTUAL RESULT
Office VBA macros disabled on macOS "True"; alternative: "Disable all macros"  Not found O Missing

macos-office-macros-disabled

No supported setting was found after checking the collected policies.

POLICY No matching policy found

EVIDENCE None recorded

A Additional verification: not assessed by technical evidence

Review business exceptions, assigned users and coverage of every Office application; only the detected settings are evidenced.

Review macOS profile coverage, business exceptions and installed Office applications.
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A Nixed policy evidence Target Maturity Level 1
Patch operating systems
M L 1'PO‘O7 1 match, 0 missing, 1 different

Patches, updates or other vendor mitigations for vulnerabilities in
operating systems of workstations, non-internet-facing servers and
non-internet-facing network devices are applied within one month

0 of 1 capabilities

2 evidence references

of release.
Quality update timing within 14 days Windows A Mixed policy evidence
CHECK EXPECTED ACTUAL RESULT
Quality update timing within 14 days Automatic installation; not paused; Quality update deferral 0d + A Different value
qualityUpdateDeadline deferral + deadline + grace at most 14 deadline 2d + grace 1d = 3d;
WIN - Update ring Pilot days (supporting threshold) paused: true
Quality update timing within 14 days Automatic installation; not paused; Quality update deferral 7d + @ Matches expected value
qualityUpdateDeadline deferral + deadline + grace at most 14 deadline 5d + grace 2d = 14d;
WIN - Update ring Broad days (supporting threshold) paused: false
POLICY WIN - Update ring Pilot  Assigned: Group: Pilot Devices
POLICY WIN - Update ring Broad  Assigned: Group: All Corporate Devices

EVIDENCE E-003 E-004

A Risk E-003: WIN - Update ring Pilot sets qualityUpdateDeadline to Quality update deferral 0d + deadline 2d + grace 1d = 3d; paused: true
(assigned).
Deviating configuration detected and assigned (risk).

A Additional verification: not assessed by technical evidence

Windows update settings support scheduling only. Release-to-install timing, vulnerability scans, servers and network devices are unassessed.

Mixed policy evidence. Review profile settings and targeting overlap; a device conflict has not been established.

HOW TO READ THIS REPORT

@ Configuration evidence Technical configuration evidence detected 1. Status is shown by marker shape and label, never by
) ) . . ’ colour alone.
. . i Technical configuration evidence partially
© Supporting or partial evidence detected 2. A control rolls up from its capabilities. A capability rolls
) ) No supported technical configuration evidence up from its checks.
O No recognized evidence daecied . o ) )
3. Only assigned policies count as evidence. Configured
A Vixed policy evidence Mixed policy evidence but unassigned settings are reported separately.
A Not assessed Not assessed 4. Evidence references point to rows of the evidence
) register in Appendix A.
Q Outside selected scope Outside selected scope 9 pp
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APPENDIX A

Appendix A: Evidence Register

Every configuration value cited in this report, as read from the tenant export. References are stable within a

Contoso Ltd

report ID.
REF POLICY TYPE SETTING VALUE ASSIGNMENT
E-001 WIN - Office - Macro security Settings Catalog  user_vendor_msft_policy_conf Disable all without Group: All
0c0e7050-0000-4000-8000-000000000105; ig_excel16v2~policy~l_microsoft notification Corporate Users
configuration; version unknown; modified officeexcel~|_exceloptions~I_sec user_vendor_msft_policy_conf
2026-08:21T15:201002 urity~I_trustcenter_|_vbawarnin ig_excel16v2~policy~|_microsoft
|'_ | ¢ 4—_ officeexcel~I_exceloptions~I_sec
gspolicy_I_empty: urity~|_trustcenter_|_vbawarnin
gspolicy_|_empty4_4
E-002 WIN - Office - Macro security Settings Catalog user_vendor_msft_policy_conf Disable all without Group: All
0c0e7050-0000-4000-8000-000000000105; ig_word16v2~policy~I_microsoft notification Corporate Users
Solfioliistionjversionlinkponpimedited officeword~l_wordoptions~|_sec user_vendor_msft_policy_conf
2026-08-27T15:20:00Z urity~| trustcenter | vbawarnin ig_word16v2~policy~l_microsofto
I.— | ¢ 1_9_ fficeword~|_wordoptions~|_securi
gspolicy_I_empty ty~I_trustcenter_|_vbawarnings
policy_|_empty19_4
E-003 WIN - Update ring Pilot Windows Quality update timing within 14 Quality update deferral 0d  Group: Pilot
0c0e7050-0000-4000-8000-000000000401 Update Ring days + deadline 2d + grace 1d Devices
configuration; version 9; modified qualityUpdateDeadline = 3d; paused: true
2026-10-06T07:40:00Z
E-004 WIN - Update ring Broad Windows Quality update timing within 14 Quality update deferral 7d ~ Group: All
0c0e7050-0000-4000-8000-000000000402 Update Ring days + deadline 5d + grace 2d Corporate Devices

configuration; version 4; modified
2026-08-20T10:00:00Z

qualityUpdateDeadline

Referenced assessment points for each item of evidence are listed in the relevant sections.

APPENDIX B

Methodology

= 14d; paused: false

Evidence is determined exclusively from concrete Intune settings: An assessment point is considered technically evidenced only when a
recognized setting is configured with a recognized value and the policy is assigned. Configurations that explicitly contradict the target state
are reported separately. Unsupported settings or settings that cannot be mapped unambiguously remain unassessed. Organizational
requirements are not part of this automated technical assessment and must be assessed separately.

Note: Evidence against target Maturity Level 1; no achieved maturity level is calculated. Only entries with Intune or Conditional Access policy checks are
displayed. Operational-only requirements are excluded. Local ML identifiers identify rows within the published appendix and are not official ISM control
IDs. Australian Signals Directorate, © Commonwealth of Australia 2026. CC BY 4.0. Requirement text reproduced from Appendices A to C; local
identifiers added by IntuneDocumentation and are not official ISM identifiers. Licence: https://creativecommons.org/licenses/by/4.0/ Configuration
evidence does not prove implementation effectiveness, patch installation, backup recovery or operational processes. The model targets enterprise IT;
mobile and operational technology coverage must be assessed separately.
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