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01 EXECUTIVE SUMMARY

Summary

72%
CONTROLS WITH TECHNICAL EVIDENCE

8 of 11 assessable controls have supporting technical evidence in the
Intune configuration.

34 of 50 technical safeguards are set up and switched on in Intune.

0 of 11 selected controls with configuration evidence (8 partial)
11 in scope; 0 outside scope; 0 not assessed; 1 mixed policy evidence. Entries are selected
mappings, not full framework coverage.

0% 50% 100%

WITH TECHNICAL EVIDENCE

8
0 configuration, 8 supporting or
partial

SAFEGUARDS IN PLACE

34
of 50 mapped, set up and
switched on

NO RECOGNIZED EVIDENCE

2
controls without recognized
evidence

MIXED POLICY EVIDENCE

1
controls with mixed policy
evidence

Status distribution 11 controls

8 Supporting or partial evidence, 73% 2 No recognized evidence, 18% 1 Mixed policy evidence, 9%

Coverage by family controls with technical evidence

03.01 Access Control  of 11

03.04 Configuration Management  of 43

3 more families are listed in the results overview.

Assigned deviating configurations: 3.
At least one assigned policy explicitly contradicts the target
configuration.

Configured settings without assignment: 3.
The detected target configuration is not effective until it is assigned.

Key findings ordered by severity, then control

Assigned deviation 03.04.01 +1 Diagnostic data minimized (Windows): Assigned deviating configuration affects 03.04.01, 03.04.06.

Assigned deviation 03.14.02 Office macro runtime scanning for all documents: Assigned deviating configuration affects 03.14.02.

Assigned deviation 03.14.01 Quality update timing within 14 days: Assigned deviating configuration affects 03.14.01.

Not assigned 03.13.01 Host firewall (Windows Firewall): Configured setting without assignment affects 03.13.01.

Not assigned 03.04.02 System Integrity Protection: Configured setting without assignment affects 03.04.02.

1 further finding is listed in the full report.

SCOPE NOTE This report documents technical evidence from the tenant's Microsoft Intune configuration. It is not a compliance certification or an
IT Grundschutz check and does not replace an audit. Missing evidence means that no supported configuration with a known
assignment was detected in the evaluated dataset.

11 of 97 published requirements have Intune evidence mappings. Supporting evidence only; this is not a full assessment or
compliance score.
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02 RESULTS

Results Overview
Each selected control, its rolled up status, how many of its capabilities are evidenced, and where the
supporting evidence is recorded.

CONTROL STATUS CAPABILITIES EVIDENCE PAGE

03.01 Access Control 1 of 1 with evidence

03.01.18 Access Control for Mobile Devices Supporting or partial evidence 3 of 3 6 evidence items n/a

03.04 Configuration Management 3 of 4 with evidence

03.04.01 Baseline Configuration Supporting or partial evidence 2 of 3 3 evidence items n/a

03.04.02 Configuration Settings Supporting or partial evidence 13 of 21 16 evidence items n/a

03.04.06 Least Functionality Supporting or partial evidence 8 of 12 10 evidence items n/a

03.04.08
Authorized Software: Allow by
Exception No recognized evidence 0 of 2 E-001

03.05 Identification and Authentication 2 of 2 with evidence

03.05.01 User Identification and Authentication Supporting or partial evidence 5 of 5 5 evidence items n/a

03.05.03 Multi-Factor Authentication Supporting or partial evidence 2 of 3 2 evidence items n/a

03.13 System and Communications Protection 1 of 2 with evidence

03.13.01 Boundary Protection No recognized evidence 0 of 2 3 evidence items n/a

03.13.08
Transmission and Storage
Confidentiality Supporting or partial evidence 3 of 3 E-002 E-003 +4

03.14 System and Information Integrity 1 of 2 with evidence

03.14.01 Flaw Remediation Mixed policy evidence 5 of 6 8 evidence items n/a

03.14.02 Malicious Code Protection Supporting or partial evidence 4 of 5 8 evidence items n/a

8 Supporting or partial evidence 2 No recognized evidence 1 Mixed policy evidence

Sample report: detail pages are included for selected controls only (03.04.08, 03.13.08). A full report includes a detail page for every control.

4

5
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03 CONTROL DETAIL

03.04.08

No recognized evidence

Authorized Software: Allow by
Exception
1 match, 1 missing, 0 different

0 of 2 capabilities

1 evidence reference

AppLocker rule collection types and enforcement Windows No evidence

CHECK EXPECTED ACTUAL RESULT

AppLocker rule collection types and
enforcement
windows-applocker-rule-collections

EXE, DLL, MSI and Script rule
collections in one CSP group; each
with EnforcementMode Enabled and at
least one rule. Approved-rule content
and device execution are separate
checks.

Not found Missing

No supported setting was found after checking the collected policies.

POLICY No matching policy found

EVIDENCE None recorded

Application control in enforcement mode Windows Setting configured, but not assigned

CHECK EXPECTED ACTUAL RESULT

App Locker Application Control
appLockerApplicationControl
WIN - Application control - Enforce (staged)

"enforceComponentsAndStoreApps" or 
"enforceComponentsStoreAppsAndSm
artlocker"

"enforceComponentsAndStoreA
pps"

Matches expected value

POLICY WIN - Application control - Enforce (staged) Not assigned

EVIDENCE E-001

Additional verification: not assessed by technical evidence

The approved software list, deny-all coverage, policy exceptions and organization-defined list review frequency require separate assessment.
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03.13.08

Supporting or partial evidence

Transmission and Storage
Confidentiality
6 match, 0 missing, 0 different

3 of 3 capabilities

6 evidence references

Disk encryption (BitLocker) Windows Setting configured and assigned

CHECK EXPECTED ACTUAL RESULT

Require Device Encryption
device_vendor_msft_bitlocker_requiredeviceen
cryption
WIN - Baseline - BitLocker

Enabled
"device_vendor_msft_bitlocker_requiredevi
ceencryption_1"

Enabled
"device_vendor_msft_bitlocker_requi
redeviceencryption_1"

Matches expected value

BitLocker Enabled
bitLockerEnabled
WIN - Compliance - Baseline

true true Matches expected value

POLICY WIN - Baseline - BitLocker Assigned: Group: All Corporate Devices, Excluded: Group: Kiosk Devices

POLICY WIN - Compliance - Baseline Assigned: Group: All Corporate Devices

EVIDENCE E-002 E-003

Compliance requirement, not an observed device state. Marks noncompliant after 24 hours. Resource access depends on applicable Conditional Access
policies; effective access is unverified.

Disk encryption (FileVault) macOS Setting configured and assigned

CHECK EXPECTED ACTUAL RESULT

Enable
com.apple.mcx.filevault2_enable
MAC - FileVault enforcement

On
"com.apple.mcx.filevault2_enable_0"

On
"com.apple.mcx.filevault2_enable_
0"

Matches expected value

Force Enable In Setup Assistant
com.apple.mcx.filevault2_forceenableinsetupas
sistant
MAC - FileVault enforcement

True
"com.apple.mcx.filevault2_forceenableinset
upassistant_true"

True
"com.apple.mcx.filevault2_forceenab
leinsetupassistant_true"

Matches expected value

Storage Require Encryption
storageRequireEncryption
MAC - Compliance - Baseline

true true Matches expected value

POLICY MAC - FileVault enforcement Assigned: Group: Corporate Mac Devices

POLICY MAC - Compliance - Baseline Assigned: Group: Corporate Mac Devices

EVIDENCE E-004 E-005 E-006

Compliance requirement, not an observed device state. Marks noncompliant after 24 hours. Resource access depends on applicable Conditional Access
policies; effective access is unverified.

Storage encryption (Android) Android Compliance requirement assigned

CHECK EXPECTED ACTUAL RESULT

Storage Require Encryption
storageRequireEncryption
AND - Compliance - Work profile

true true Matches expected value

POLICY AND - Compliance - Work profile Assigned: Group: Corporate Mobile Devices

EVIDENCE E-007

Compliance requirement, not an observed device state. Marks noncompliant after 24 hours. Resource access depends on applicable Conditional Access
policies; effective access is unverified.
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03.13.08 (continued)

Additional verification: not assessed by technical evidence

Encryption during transmission, cryptographic suitability, key management and actual protection of all CUI storage are unassessed.

HOW TO READ THIS REPORT

Configuration evidence Technical configuration evidence detected

Supporting or partial evidence
Technical configuration evidence partially
detected

No recognized evidence
No supported technical configuration evidence
detected

Mixed policy evidence Mixed policy evidence

Not assessed Not assessed

Outside selected scope Outside selected scope

1. Status is shown by marker shape and label, never by
colour alone.

2. A control rolls up from its capabilities. A capability rolls
up from its checks.

3. Only assigned policies count as evidence. Configured
but unassigned settings are reported separately.

4. Evidence references point to rows of the evidence
register in Appendix A.

APPENDIX A

Appendix A: Evidence Register
Every configuration value cited in this report, as read from the tenant export. References are stable within a
report ID.

REF POLICY TYPE SETTING VALUE ASSIGNMENT

E-001 WIN - Application control - Enforce
(staged)
0c0e7050-0000-4000-8000-000000000202;
configuration; version 2; modified
2026-09-24T14:00:00Z

Windows 10
Endpoint
Protection

App Locker Application Control
appLockerApplicationControl

enforceComponentsAndS
toreApps

Not assigned

E-002 WIN - Baseline - BitLocker
0c0e7050-0000-4000-8000-000000000101;
configuration; version unknown; modified
2026-08-19T14:30:00Z

Settings Catalog Require Device Encryption
device_vendor_msft_bitlocker_required
eviceencryption

Enabled
device_vendor_msft_bitlocker_
requiredeviceencryption_1

Group: All
Corporate
Devices, Excluded:
Group: Kiosk
Devices

E-003 WIN - Compliance - Baseline
0c0e7050-0000-4000-8000-000000000301;
complianceRequirement; version 4; modified
2026-08-12T10:00:00Z

Compliance
Policy

BitLocker Enabled
bitLockerEnabled

true Group: All
Corporate Devices

E-004 MAC - FileVault enforcement
0c0e7050-0000-4000-8000-000000000109;
configuration; version unknown; modified
2026-06-18T10:45:00Z

Settings Catalog Enable
com.apple.mcx.filevault2_enable

On
com.apple.mcx.filevault2_ena
ble_0

Group: Corporate
Mac Devices

E-005 MAC - FileVault enforcement
0c0e7050-0000-4000-8000-000000000109;
configuration; version unknown; modified
2026-06-18T10:45:00Z

Settings Catalog Force Enable In Setup Assistant
com.apple.mcx.filevault2_forceenablein
setupassistant

True
com.apple.mcx.filevault2_forc
eenableinsetupassistant_true

Group: Corporate
Mac Devices

E-006 MAC - Compliance - Baseline
0c0e7050-0000-4000-8000-000000000302;
complianceRequirement; version 3; modified
2026-06-18T11:00:00Z

Compliance
Policy

Storage Require Encryption
storageRequireEncryption

true Group: Corporate
Mac Devices

E-007 AND - Compliance - Work profile
0c0e7050-0000-4000-8000-000000000305;
complianceRequirement; version 3; modified
2026-07-30T09:45:00Z

Compliance
Policy

Storage Require Encryption
storageRequireEncryption

true Group: Corporate
Mobile Devices

Referenced assessment points for each item of evidence are listed in the relevant sections.
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APPENDIX B

Methodology
Evidence is determined exclusively from concrete Intune settings: An assessment point is considered technically evidenced only when a
recognized setting is configured with a recognized value and the policy is assigned. Configurations that explicitly contradict the target state
are reported separately. Unsupported settings or settings that cannot be mapped unambiguously remain unassessed. Organizational
requirements are not part of this automated technical assessment and must be assessed separately.

Note: Selected technical requirements from NIST SP 800-171 Revision 3. These mappings provide supporting Intune configuration evidence, not a
complete assessment. Organization-defined parameters, CUI scope and operational evidence require separate review. For CMMC Level 2
assessments, select Revision 2.
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